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CHAPTER ONE
THE LEGACY MDM 

FRAMEWORK
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Scale
• Karen keeps checking
• Kids in "unknown state" 
• OK, for 1-5 basements
• 1000 kids? 10.000 
Basements!



Other polling challenges?

Drift

$
Latency Silence

%



CHAPTER TWO
THE NEW UPSIDE DOWN







Declarative Device  
Management 

New paradigm — not a new protocol

Better performance and scalability 

Compatible with existing MDM Framework

JSON files



From Commands  
to Declarations

Do this.  
Now!

1. Server commands
2. Device executes 
3. Server polls

This is how it 
should be!

1.Server declares state
2.Device achieves it
3.Device reports





Declarative Device Management
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Declarations



Declarations
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com.apple.



Declarations
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com.apple.configuration.accounts
com.apple.configurations.safari
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Declarations

!
Identifier

"
ServerToken

UUID = "WI11-3113V3N-5URV1V3"

UUID = "WI11-3113V3N-5URV1V3"

S1E1

S1E2
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Declarations
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Payload
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> .organisation-info

.properties

.server-capabilities

.declarationbase
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Declarations
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Personal Data
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Declarations
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Declarations
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Declarations

!
Payload

> #
Activations How and when

Predicate

Apply Configurations



#
Activations

Asset PredicateConfiguration



Declarative Device Management

Declarations

Status

Extensibility



Status



Status

"statusItems": [ 
{ 

      "key": "device.identifier.serial-number", 
  "value": "DMPC50ALPV13"}, 
{ 

      "key": "device.operating-system.version", 
      "value": "26.4.1" 
    }







CHAPTER FOUR
NOSTALGIA OR DDMDEMO



Three different approaches

DDeMo

Learn something new







CHAPTER FIVE
NEXT SEASON



What is holding 
things back?
Nostalgia Is Not a Strategy

New technology
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What is holding 
things back?
Nostalgia Is Not a Strategy

Existing Fleet
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!!

$Keys

!≠
New technology
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What should vendors  
be doing?

Apple is not scared of deprecating
Configuration Profiles have an end date
Prepare for on Device DDM takeover
"Advances in DDM" - WWDC 2023



What Should Apple Admins  
Do Next?

Stay current: AppleSeed + Vendor's release notes

Test new features!

Check your vendors roadmap for CF deprecation 



"person": { 
      "identifier": { 
         "name": "Mike Wheeler" } 

"management": { 
"location": "BMX Range" } 

   }

// person.management.location

"Predicate" : "(@status(house.basement) == 'Cleaned')"

// activation



Thank you!
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